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Imagine an

Incident Management

Software Solution
that does everything you need!

k€ \We switched to Knowledge Center after a long and detailed
evaluation process. They provide absolutely the best

edge situational awareness capabilities of all the other incident
management systems.”

center —Tom Grace, Director, Disaster Preparedness & Health Services, DVHC



NEW PRODUCT
RELEASE!

k& We looked at the leading systems out
there and the decision was unanimous that OO %nWIedge
Knowledge Center provided us with the best ‘

value for our region.” \Ocentﬂr p/US

—Judson Freed, Director, Ramsey County EMHS GENERAL DYNAMICS | [via)

WHY KNOWLEDGE NEW POWERFUL DASHBOARD!
CENTER? Real-time reporting — consolidates 1,000s

of actions into a clear and concise viewer
#1 in Customer Satisfaction Fully functional on mobile devices

Advanced social media monitoring
technologies available

Easy to use & cost effective

Fully-functional, out of the box
solution — daily use tool

Open architecture allows for easy
integration with other applications

Request a demo or contact us!

The Knowledge Center™ Software Suite is web-based, browser agnostic 412-206-2993

software that supportg incident management at all Ieyels, connecting sales@knowled ge-c enter.com
your responders to their resources and beyond, keeping everyone aware,

informed, and making a difference in a “Virtual Collaborative Environment.” Knowledge-center.com


http://knowledge-center.com/
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Responding to emergencies is you'r'-a‘gency’s first priqtiit'y‘._'
Keeping your network secure is ours.

Responding to emergencies requires commitment, training and experience. The same holds true whenit;
comes to addressing cyber threats. AT&T’s dedicated security experts analyze more than 310 billion flow’
records each day for anomalies that indicate malicious activity. It's what makes us uniquely qualified to help
emergency management agencies address the security challenges they face. Our proactive, network-based
approach to managed security delivers some of today’s most powerful weapons to combat cyber security
attacks - helping safeguard all the elements of your IP infrastructure.

To learn more, download the CIO Security Guide at att.com/govsecurity
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Thinking about implementing
a body-worn camera program?

Join the one-third of public safety agencies nationwide that are actively
planning or have already implemented an initiative. Many are already
starting to see positive results:

v/ In ayear-long experiment, the Rialto, Calif. Police Department saw
a 60 percent drop in use-of-force incidents, and complaints
about officer conduct declined by nearly 90 percent.

v/ In Phoenix, information from officers suggested a number of
citizen complaints were not pursued because the incident
was recorded on video.

Before you begin, your agency needs to carefully consider the policy, technology
infrastructure and operational decisions necessary for an effective program. A new
Emergency Management and Government Technology handbook, underwritten

by Insight Public Sector, focuses on the interplay of body camera policies with
technology and operational strategies to help agencies future-proof their body-worn
camera initiatives.

Read the handbook to:

v Discover key planning questions agencies should consider

v' Learn insights from agencies initiating their own programs

v Find checklists and resources to help further an agency’s
exploration in each planning area

Download the handbook now at:
www.emergencymgmt.com/body-camera-handbook

MANAGEMENT

o=
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PUBLIC SECTOR



*+ Reader Feedback

My criticism [to the article Is ‘Pretty Good’
Enough?] is the statement that, “Sometimes
the state approves a road, the county builds
it, the road goes bad and FEMA again
denies the claim.”

The source would like to see FEMA take
responsibility for allowing a jurisdiction to
build a road or any infrastructure where a
jurisdiction knowingly approves a project
that will be doomed because it would be
built, as in this scenario of a flood plain.
Why should FEMA be liable? Local govern-
ments, like the federal government, must
assume responsibility for what they know
to be what is right. It’s called ethics. Does
FEMA need reform? Yes, stop using this
most important arm of the Department of
Homeland Security as political payback.
Frank Gonzalez — in response to Is ‘Pretty
Good’ Enough?in the Fall 2015 issue

The comment that ICS was not designed
for large disasters is completely wrong. The
1970 wildfires were the catalyst for ICS
because they were a disaster. It was the fact
that it was a disaster that made the emer-
gency response procedures ineffective.

The comment, “It was reported that
many working the oil spill were unfamiliar
with ICS” is not a fault of ICS but of the
people. I believe that is where many of the
challenges lie. There is no question that
poorly understood ICS will be a poorly
implemented ICS.

ICS that teaches the org chart is sure to
fail. Yes, there was a military component

0 We appreciate your feedback, and we invite you to join the conversation at www.emergencymgmt.com or on our Facebook page at www.facebook.com/emergencymgmt
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to the creation of ICS (Napoleon’s use of
Span of Control) but it was a business guru
who brought us Management By Objec-
tives. Peter Drucker first taught and then
described the technique in the book The
Practice of Management in 1954.

Tom Cox — in response to Is ‘Pretty Good’
Enough?in the Fall 2015 issue

“What is the value proposition or return
on investment? For individuals, it is an
investment in adaptive safety and secu-
rity. For the government, it saves lives and
property. For businesses, it protects the
bottom line and sharpens their competitive
advantage.” I agree with this commentary.
It is very difficult to quantify vulnerability,
much less find common agreement of a

definition for vulnerability or “resilience”

I think of your concept in terms of coping
capacity from the micro- to the macro-socio-
economic political systems. Using the effort
of a community or organization to focus its
energies and resources on enhancing its miti-
gation framework represent my (ROI and/or
VP) and potential decrease in vulnerabilities
and better ability to manage risk. Same idea/
concept, but with a different worldview.

The more interconnected our technologies
become the more unpredictable the variables
for human-made/adversarial occurrences. 1
think your perspective is on point and that
your narrative is very much in keeping with
the asymmetric threats to critical infrastruc-
ture and key resources and lives posed by the
future proliferation of UAVs.

Michael Brown — in response to Value Prop-
osition of Resilience in the Fall 2015 issue

Good stuff! I appreciate how in the final
paragraph, you put the benefits of resil-
ience in the language of the individual,
government and business. Resilience can
be/should be a unifying theme that all
sectors can get behind.

John Contestabile — in response to Value
Proposition of Resilience in the Fall 2015 issue

SHUTTERSTOCK.COM
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EXECUTIVE MASTER'S IN
EMERGENCY & DISASTER MANAGEMENT

Our unique program prepares students with the
skills needed to take action when disaster strikes.
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+ Pointof View

By Jim McKay

Welcome to the Future

public safety and emergency response has
evolved and what it could look like in a decade.
I've learned not to try to predict the future,
especially when it comes to public safety and
technology, but we're on the verge of some
breakthroughs, or so it appears. How many
times have we heard, though, that it’s not a
technology problem?

“ n this first issue of the year we look at how

WHEN WE LOOK AT THE FUTURE OF PUBLIC
SAFETY, THERE'S A LOT THAT CAN BE DONE TO
MAKE THINGS SAFER AND MORE EFFECTIVE.

AN AWARD-WINNING
PUBLICATION

10 WINTER_2016

Over the last decade or so when discussing
interoperability, that’s been a familiar refrain and
a true one. When we look at the future of public
safety, there’s a lot that can be done to make
things safer and more effective, and the tech-
nology exists to make it happen.

Interoperability is a critical issue, but opera-
bility is still an issue too. When you read the cover
story on public safety, A New World, you’ll hear a
fire chief talk about how sometimes he just wants
to know where his people are. Where have we
heard that before? It’s simple operability. We learn
from this story that the solution could one day be
embedded into a futuristic fire suit, one equipped
not only with the ability to physically monitor and
protect the human inside, but also to communi-
cate effectively with those outside the scene.

QUESTIONS OR COMMENTS?

Some of the potential gadgets that
might accompany the futuristic suit are
pretty impressive, including:
¢ Puncture-detection sensors woven into fabric,

so that if an officer is shot, a 911 call will go

out automatically;

e A range of fabrics that generate electricity by
the body’s own movements, keeping devices
at the ready without the need to haul extra
batteries and chargers;
¢ A mouth guard that serves as a communication
device, using bone conduction to channel signals
through the teeth and jawbone, conveying sound
even in a noisy environment; and

e Wireless camera and video capabilities built

into eyewear.

It’s fascinating stuff, and it could be on the
verge of reality. Of course there are problems
involved, and you’ll learn of what the roadblocks
are to a much safer, effective public safety.

Law enforcement is on feverish pace to get
on the video surge, as you'll read in the feature
Opportunities, Burdens. As the headline suggests, the
proliferation of video presents a multitude of oppor-
tunities for public safety, as well as some headaches.

After a riot erupted following the Stanley Cup
hockey final in 2011, the Vancouver police found
themselves sifting through 5,000 hours of video
footage to try to answer the public’s call for justice.
And with the advent of body-worn cameras for law
enforcement, the relevance of video is ramping up.
How will public safety manage it all?

We at Emergency Management are excited
about 2016 and the evolution of public safety and
emergency management. We hope you continue
to follow it with us this year and beyond. ©

PLEASE GIVE US YOUR INPUT BY CONTACTING OUR EDITORIAL DEPARTMENT AT EDITORIAL@EMERGENCYMGMT.COM, OR VISIT OUR WEBSITE AT WWW.EMERGENCYMGMT.COM
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easymeal

FOOD SERVICE

If your community were to be struck by a disaster-a severe storm, earthquake
or tornado - you may not have access to fresh food, water or electricity for
days. Therefore, it is vital to make a plan and have emergency supplies on
hand. Many states even require 3 days of emergency food supplies be on
hand at all times.
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Emergency Meal Compliance
Never Tasted So Good.

The cost effective solution to providing meals for large groups of people.

s, &
5 888.641.2933 | easymealfoodservice.com | easymeal@ofd.com

Easy to Store
Kits have a 10-yr shelf life
& come in easy to store boxes.

Easy to Prepare
Just add water & our
kits are ready to serve.

Easy to Love
Our kits have universal taste
appeal to deliver enjoyment.

Easy to Approve
Prepare for Federal
Mandate CMS-3178P.

Easy to Plan
Turn Key Solutions.
Easy as“ABC, 123
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In the News
3

An EF4 classified tornado tore""
through Garland,~Te%as, on Dec.
27, 2015, Killing eight people
with winds up to 200 mph. The ==
tornado was one of twg in Texas =
that day t‘at killed a total of
11 people; inclidinga-baby.
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+ Bulletin

BUFFALO BEEFS UP PLANNING

SINCE THE DEADLY SNOWSTORM, NEW YORK
HAS SPENT $50 MILLION ON A NEW FLEET OF

o
w)
v
o
o
2
17
o
w
=
=
>
T
n

DEATH FROM TERRORISM?

SNOW REMOVAL EQUIPMENT.
B

INRESPONSE TO 2014 ‘SNOVEMBER’

It has been a year since the 2014 “Snovember” bliz-
zard that buried parts of Buffalo, NYY,, in up to seven
feet of snowand resulted in 14 deaths. In response
to that disaster, Buffalo’s Office of Homeland Secu-
rity/Emergency Management (OHS/EM] has taken
substantial steps to be much better prepared.

Miscommunication or resistance interfered
with efforts to clear streets, and town officials
complained that the county failed to send plows
where they were most urgently needed.

Erie County Executive Mark Poloncarz countered
that town officials refused to make use of a computer-
based system to coordinate the response of crews
and also didn’t take part in daily conference calls.

So whatwentwrong? According to OHS/EM
Commissioner Garnell Whitfield, Buffalo and the
surrounding county were “overwhelmed” by the sheer
scale of this “once in a century” snow emergency.
Afterall, it did dump up to seven feet of snow in parts
of the city over seven days. “We have a lot of new
equipment and new strategies going forward,” he said.

The emergency response to this massive snow-

‘Unspeakable Sights’ Take Toll

One of the first responders on scene at the San
Bernardino, Calif., terrorist attack — where 14 people
were killed and dozens more wounded — called what
he saw “unspeakable.”

Often those experiences can haunt first
responders, but those who assist others might not
seek help in coping with tragedy themselves.

In 2015, 112 firstresponders committed suicide,
according to the Firefighter Behavioral Health Alliance,
anonprofit that calls itself the only organization that

tracks suicides among firefighters and EMS personnel.

TRIBUNE NEWS SERVICE

Comparing the CDC numbers of other causes of death in the United States to terrorism deaths worldwide:

35,079x 33,842x

Youare 35,079 times more likely to die from

heart disease than from a terrorist attack.

14 WINTER 2016

You are 33,842 times more likely to die from
cancer than from a terrorist attack.

fall was exacerbated by snow equipment requests
to other counties and the state not being fulfilled as
quickly as city and county officials needed them to
be. Coordinating rescue and relief activities was also
tremendously difficultin snow-buried sections, as
was managing the safety of hospitals in particular
and residents in general.

Many lessons were learned as a result of the
storm and its attendant loss of life. Some of these
were addressed by New York Gov. Andrew Cuomo’s
NY Responds initiative in August 2015. Under this
program, New York is giving all 62 counties in the
state free access to Buffalo Computer Graphics’
crisis information management software, so that the
“miscommunication” that occurred in Buffalo during
Snovember doesn’t happen again.

The state has also spent $50 million to buy a
new fleet of plow trucks, loaders, graders and dump
trucks that will be shared by all 62 counties as
needed. Should Buffalo get hit by another seven feet
of snowfall (or less), there will be much more snow
removal equipment available to help out.

NY STATE TERROR APP

In response to the murderous Paris attacks by
the terrorist group ISIS, New York State Police are
promoting a new digital app that allows citizens
to capture and report suspicious activity with the
touch of a finger on their smartphones.

The app is part of the “See Something, Send
Something” campaign that encourages citizens
to be the eyes and ears of law enforcement when
they see someone abandon a package or a bag
at airports or train stations, or witness other
suspicious activity.

TRIBUNE NEWS SERVICE

SHUTTERSTOCK.COM
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Make your emergency plan today.

Visit Ready.gov/communicate
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Ten years from now, the world of public
safety will look like what’s on TV today.

By Adam Stone

anuel Navarro has a rela-
tively simple request. He
would just like to know:
Where is everybody?

“For years we’ve talked
about knowing precisely where our fire-
fighters are within an incident, and no one
has come up with the best way to do that,”
said Navarro, a division chief in the Menlo
Park, Calif, fire department. He also serves
on the technology council of the Interna-
tional Association of Fire Chiefs. “We go
on the radio and say, ‘Do you have all your
people?” But we don’t know where those
people are. They may not know it them-
selves. For us, that is a massive safety issue.

For years technology has been prom-
ising to fix the issue but, like many in
the first responder community, Navarro
has been less than impressed. “Just about
every firefighter has an iPad,” he said.
“But if I get to an active incident and you
have your nose down in the computer
not watching what is going on, I'm going
to be talking to you later. You aren’t
there to take pictures and take notes.”

3

FIRE HELMET CONCEPT BY OMER HACIOMEROGLU
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Now technology is taking a new turn.
Supported by the U.S. Department of Home-
land Security (DHS), the high-tech commu-
nity has begun developing a new generation of
devices that go far beyond laptops and tablets.

Referred to generally as the Internet
of Things, the new wearable technolo-
gies integrate into firefighters’ existing
suits, making available a range of sensors
that can deliver vital data on the status of a
rescuer in the midst of an unfolding event.
Observers say the new wearables could
dramatically alter the face of firefighting.

The Possibilities

The catalog of wearables is growing fast,
in part because this is an industry still very
much in its infancy, one dominated by small
startups. These devices are still finding their
feet in the mainstream market and even more
tentatively among emergency responders.
Still, early offerings give a sense of where
things are headed. Some of these include:
¢ puncture-detection sensors woven into

fabric, so that if an officer is shot, a

911 call would go out automatically;







© A NEW WORLD

« arange of fabrics that generate electricity
by the body’s own movements, keeping
devices at the ready without the need
to haul extra batteries and chargers;

* amouth guard that serves as a commu-
nication device, using bone conduc-
tion to channel signals through the
teeth and jawbone, conveying sound
even in a noisy environment; and

* wireless camera and video capa-
bilities built into eyewear.

One good example comes from Cyber-
Timez, a Washington, D.C., company working
on a solution to Navarro’s longstanding lament,
that is, knowing a firefighter’s location. The
company’s Cyber Trackz device, which should
go to market this year, follows a rescuer’s trail
in much the same way consumer exercise
wearables help fitness buffs count their steps.

“Right now there are a lot of people
[tracking location] from the outside in,
using GPS, Wi-Fi or Bluetooth triangula-
tion where beacons and sensors have to
be dropped, and even then they can only
determine where someone might be,” said
CyberTimez CEO and co-founder Sean
Tibbetts. By having the wearer passively
broadcast location data, Cyber Trackz aims
to make things simpler and more accurate.

Interestingly, the company did not start
out in the emergency response business. In
fact, its location tracking technology came
to life as a means to help the disabled find
their way home should they become lost
or confused. This is a driving trend within
firefighter wearables, this migration from the
consumer space into the emergency realm.

Market Matters

There’s a market logic here that makes
good business sense, but that has also
worked against emergency responders’
ability to gain timely access to these tools.

The firefighting community is tremendous
— some 30,000 fire departments according
to the National Fire Protection Associa-
tion. That’s a potential market of 1,140,750
firefighters — a hearty audience for anyone
looking to augment the standard uniform
with a helpful new piece of technology.

But there’s a snag. This market is wildly
fragmented. Each department is an island,
operating largely on its own and purchasing

18 WINTER 2016

for itself from its own budget. For an entre-
preneur this makes market entry logisti- -
cally difficult, to say the least. There’s no
central entry point, no consolidated way to
reach out to all those potential customers.
Even if there were an easy way in,
many entrepreneurs still would be wary
of trying to introduce technology into a
field that basically hasn’t changed the way
it operates in the past 150 or so years.
Finally, even among entrepreneurs
whose tools could greatly benefit emergency
responders, the needs of firefighters are just
not very strong on the radar. Dating sites?
Absolutely. Taxi apps? Sure. “Entrepreneurs
tend to solve the problems that they see, and
first responder issues are not generally the
problems that they are sitting around thinking
about,” said Brendan Karp, who heads the
Chicago venture capital firm TechNexus.
Karp has been helping to shift that
mindset in recent months, as a partner in an
ambitious wearables initiative led by the DHS.

DHS Steps In
Start asking around about firefighters
and the Internet of Things and you will very
quickly run into the name Robert Griffin.
As DHS deputy undersecretary for science
and technology, as well as a former fire chief
with 20 years in local government, Griffin
has drawn from his own experience to bring
DHS leadership to local firehouses. “Every-
thing that I do comes from the field,” he said.
Why would the DHS concern itself with
the local fire department? As Griffin sees it,
it’s all a continuum. Local security impacts
the city, which influences the state, which
drives the nation. “Homeland security is
really about community security,” he said.
Griffin admits to thinking wearables
were just a fad at first, but his mindset
has come around and he now describes
a range of ways in which the new tools
could have helped him do his job out in
the field, and could help others today.
Wouldnt it be great, he said, if
commanders could track the health and
telemetry of firefighters in the heat of the
fight, monitoring the well-being of rescuers
even when those rescuers could be neither
seen nor heard by conventional means? Or
if they could have inexpensive, real-time
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and video capabilities
built into eyewear

TOOLS BEYOND INFRARED

to pick up a heartbeat or other sign of
life from a child who's hidden in a
closet or under the stairs

A MOUTH GUARD

that serves as a communication device,
using bone conduction to channel
signals through the teeth and jaw bone,
conveying sound even in a
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that generate electricity by the body’s
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from the outside in, using GPS,
Wi-Fi or Bluetooth triangulation
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The fire suits of the future may use a range of technologies to keep track of a firefighter’s well-being
and broadcast that data to a command station in real time.

FIRE HELMET CONCEPT BY OMER HACIOMEROGLU

3-D monitoring of an interior space in the
midst of a blaze? Or tools that could see
beyond the infrared, to pick up a heart-
beat or other sign of life from a kid who’s
hidden in a closet or under the stairs?

All these may well be possible if the
entrepreneurial community steps up.
Griffin is working with technologists and
investors to see that that happens.

Much of that effort comes in the form
of the EMERGE wearable technology
accelerator program. The initiative aims to
attract entrepreneurs whose technologies
might benefit the first responder commu-
nity, including body-worn electronics,
advanced sensors, protective equipment
and embedded communications systems.

The program has offered mentoring
opportunities to more than a dozen firms
and held multiple demonstration days,
where investors and entrepreneurs have
come together to explore what might be
possible. Organizers were looking not
just for functionality, but also usability.

FIRE HELMET CONCEPT BY OMER HACIOMEROGLU
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Release Switch

Reflective Padding

Tomorrow’s fire suit will have to be
lean: First responders don’t want to have
to carry any more than they do today.

With this in mind, the makers of wear-
ables are aiming to produce tools that are
convenient, if not outright transparent, to
the user. Small and lightweight, many are
incorporated directly into the fire suit.

Among EMERGE participants, this
included EnergyBionics’ energy-harvesting
technology built into a watch, a NuCurrent
wireless antenna as thin as 0.08 mm and
BearTek Bluetooth-enabled gloves that let
the wearer operate electronic devices.

In the effort to identify such prod-
ucts, DHS has teamed up with organiza-
tions like the Washington, D.C.-based
nonprofit Center for Innovative Tech-
nology (CIT), which helped pull together
the September 2015 Demonstration Day
in San Francisco. “People were just blown
away by the variety and quality of the
companies we were presenting,” said David
Thrie, CIT’s chief technology officer.

Thrie said the center will take input
from multiple players to get these ideas off
the drawing board and out into the hands
of firefighters. Maybe FEMA could help
by targeting UASI grants and other local
spending in support of these technologies.
The DHS can help by continuing to bring
people together, and perhaps by estab-
lishing some forms of testing and certifica-
tion, in order to ensure interoperability.

“What is an appropriate role for the
government, what is an appropriate
role for intermediaries like us? We don’t




have all the answers yet, but we believe
these are all very possible,” Thrie said.

In the near term, EMERGE organizers
would like to see prototypes in the hands of
first responders to generate initial feedback.
Griffin said that in those tests, companies
will have to show not just the technological
success of these products but also their
market viability. “If we approach this just as
a technology challenge, we fail,” he said.

In this case, market viability means in part
the ability to smoothly insert that technology
into working fire departments. As Griffin
noted, commanders can’t just shut down their
firehouses for a week or a month to train on
a new technology. It has to happen seam-
lessly — and it has to work flawlessly the first
time. At DHS, “we can work with industries
to pilot those technologies, to allow them
to continue to develop the technology so
they have worked the kinks out by the time
it is ready for mass release,” said Griffin.

Still, having a great product doesn’t ensure
mass acceptance.

Moving Forward
Firefighters are a conservative bunch.

They train to be cautious in a rescue situ-

ation, and that same sense of prudence

sometimes seems to dominate the fire-
house mindset. They are rarely early
adopters of technology, and it seems
unlikely they will race to embrace the new
wearables. How to get the new tools into
ready hands? Griffin has a few ideas.

e Launch wearables in big fire depart-
ments. “People look to L.A., New York
and Chicago as the thought leaders.

So we start there and then build on
that word of mouth,” he said.

e Consider form. Technology is supposed to
be sexy, all rounded edges and sleek lines.
The right form will help drive adoption.
“It has to look like what you see on TV

e Hand it out first to urban search-and-
rescue and other specialized teams
with a keen interest, then let them
play. “They take it, they break it,
they change it and adapt it, and then

A NEW WORLD ©

they talk about it in the stations and
everybody says, ‘Isn’t that neat?””
 Skip the chiefs. Bring them in the loop,
sure, but don’t expect them to leap out
of their seats with excitement. Instead
find a 20-year-old to test drive the stuff,
then let the technology make its way
around the station. “You work with the
willing. You find the right person”
Whether by these or other means, it’s
virtually certain that wearables will be part
of the firefighting arsenal sooner rather
than later. Standard disclaimer for all high-
tech stories: No, this is not science fiction.
“The future is coming really fast,” Thrie
said. “If you look at the convergence of the
Internet of Things, robotics and artificial
intelligence, 10 years from now the world
is going to look very different than it does
now. Emergency response folks are going
to be living in a very different world.” ©

adam.stone@newsroom42.com
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Video evidence: Continuing developments in




Video isn’t new, of colitSe; e
quality and quantity of video availablg
have increased dramatically in
recent years. »,

“The fact that there’s so much video
out there is creating both opportuni-
ties and burdens,” said Grant Fredericks,
forensic video analyst with Forensic Video

Solutions. He is a contract instructor
at the FBI National Academy in Quan-
= tico, Va., and teaches at the Digital

Media Evidence Processing Lab for
the Law Enforcement and Emergency
Services Video Association (LEVA).

Rapid changes in technology have
added to the challenge.

technology create potential and challenges.
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“This is probably the most challenging
issue that we’re dealing with in law enforce-
ment and emergency services in a number
of years,” said Scot Haug, chief of police
in Post Falls, Idaho, and president of the
Idaho Chiefs of Police Association.

The experiences of the city of Vancouver,
British Columbia, illustrate these rapid
changes — and the challenges they present.

Back in 1994, hockey fans in Vancouver
rioted when the local NHL team, the Canucks,
lost in the Stanley Cup Final. Fredericks was
in charge of the forensic video unit for the
Vancouver police at the time, and his team
was responsible for sorting through 100
hours of VHS tape to see if it offered any
evidence that would help in the investigation.

Fast-forward to 2011, when the Canucks
again played in the Stanley Cup Final, and
again lost.

“About 150,000 people were watching
the game in an area of downtown when
at the conclusion of the game a couple of
vehicles were overturned and set on fire,” said
Constable Brian Montague, media relations
officer with the Vancouver Police Department,
“that prompted a large group in the crowd to
begin rioting, looting stores and committing
other acts of violence and property damage.”

During the event, the police officers
were focused on dispersing the crowd and
preventing violence, not arresting indi-
viduals for damaging property, Montague
said. But rioters also cost several million
dollars in property damage, and police
wanted to hold them accountable. So they
put out a call for video of the event and
received more than 5,000 hours of record-
ings from business security cameras,
private cellphones and other sources.

“The sheer number of recordings from
the riot was overwhelming, and many of
the cameras used different formats,”
Montague said.

Officials called in experts from LEVA,
with whom Fredericks was working at
the time. He and a team of more than
50 experts in Indianapolis viewed and
analyzed all the video in about two weeks.

“Getting the data into a format that
was viewable was at least half the job,”
Fredericks said. The other half was
watching all the video and tracking
suspects from one video to the next.

The team set up a coding system to
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Video has become an important tool for law enforcement, but it comes with burdens.

identify suspects by characteristics such as
male/female, white/nonwhite and what type
of clothing they were wearing. Since many
of the fans were wearing Canucks jerseys
and hats, they assigned a code to each type.

They then went through the list of
people who had been tagged as commit-
ting criminal acts, entering the code for
each person in the system to see if another
analyst had seen the same person commit-
ting a different criminal act. That process was
“almost automated, very quick,” said Freder-
icks. Although there were a few people who
seemed to have committed just one crime, “in
most cases these people were quite active”

The police used social media, tradi-
tional media and a website to post the
pictures of the offenders and ask for the
public’s help in identifying them. Hundreds
of suspects were eventually charged.

The story of the Vancouver hockey
riots illustrates the challenges of video
evidence — how to analyze thousands of
hours of video from different sources — and
the potential. And since 2011, advances
in technology have increased both.

For example, Fredericks said that new
products make it easier to play multiple
types of video, something that would have
made the investigation of the 2011 riots
go more quickly. But as police officers
adopt body-worn cameras, for example,
and even more members of the public
start recording events on their cellphones,
the volume of video has increased.

Jonathan Lewin, deputy chief of tech-
nology and records for the Chicago Police
Department, is working on solving these
technical challenges for his agency. The goal
is a scalable, cloud-based platform that will
manage video evidence — whether from body-
worn cameras, interview cameras in interroga-
tion rooms or other sources — and deliver it to
authorized recipients. It will also include still
photos and digital audio from the 911 system.

“There’s a lot of content,” Lewin said.

The department has been running a
pilot project with about 30 body-worn
cameras but is about to deploy them in
much larger numbers. This, along with
more content being digitized, means the
volume of content will continue to grow.



hose working on improving the systems

for gathering, storing and analyzing

video evidence point to numerous ways

it helps law enforcement and emergency
management — advantages that could become
even greater as the technology matures:

e Body-worn cameras protect both
police officers and the community.

“We expect police officers to handle

some of the most challenging situa-

tions,” Haug said. “In this day and age of

policing, everybody has a cellphone.”

Video evidence can help clear an
officer who is accused of wrongdoing
and can also help community members
in cases where officers do overreach.

e Video evidence can help in court cases.
Some cases that might otherwise have
gone to trial are now being settled
with a plea once the defense attorney
sees the video evidence, said Haug.

In other situations, prosecutors may decide
not to pursue a case after seeing the video.
¢ Footage can help with evaluation and

training of police officers. Having video of

difficult situations can help law enforce-
ment leaders determine when the staff
could use more training, and in some cases
those videos could be part of the training.

* Video provides additional evidence
in investigations.

“The most prolific sources of evidence
available to law enforcement come from video
images,” Fredericks said. And it’s not just the
video of an actual event, such as a riot, that’s
important. Once suspects have been identi-
fied and questioned, investigators can canvass
the places they said they had gone in the days
prior to the event and see if they show up on
surveillance videos. This helps investigators
test the suspects’ claims and in some cases learn
more about people who were helping them.

“When we have that much video, we can
tell a more complete and accurate story,”
said Fredericks. “It makes a case that’s incred-
ibly strong and often leads to guilty pleas.”

As the technology continues to improve,
it could be even more helpful. For example,
the Chicago Police Department has access
to 26,000 cameras. “Can we make them
more effective through technology? We don’t
have 26,000 people watching them,” Lewin
said. Instead, the department has people
watching video in certain areas during certain
hours, “but the sheer volume of video feeds

makes it impossible to watch all of them.”

If analytics could help a limited number
of human watchers know where to look on
the surveillance videos, “it might be finding
things that you don’t normally find,” he said.

Active monitoring of surveillance video
is crucial to making it effective, said Nancy G.
La Vigne, director of the Justice Policy Center
at the Urban Institute. The group published a
study in 2011 of how Baltimore, Chicago and
Washington, DC., were using surveillance
cameras and whether they were effective. The
study found two crucial elements to an effective
program: saturating an area with cameras and
having the video actively monitored by people.

“Active monitoring is pretty critical,”

La Vigne said. But while agencies budget
for the hardware and software required to
run the systems, they don’t always think
about what it will cost for people to watch
them. This is an area where advances in
technology may help in the future.

“If you don’t have the resources, then
the only thing you can do is pull up camera
footage after an incident” and hope it shows
what you need, said La Vigne. Often, though,
a critical event took place outside the camera’s
view, for example, or the video quality wasn’t
good enough to get license plate numbers.

espite the potential of both current

and future video evidence technology,

there remain enormous challenges.

One is storage. “What do we do

with the massive amounts of video files
that we have?” Haug asked. “This is one
of the biggest challenges that we're facing
in law enforcement right now. I work
for a fairly small agency in north Idaho,
with about 50 officers, and we have over
100 terabytes of video data from officers’
car cameras and body-worn cameras.”

Once agencies choose a storage solu-
tion — whether they pay a hosting service or
do it themselves — other questions arise. For
example, how long should video be kept?

Haug said there is good reason to
keep it at least for a period of time.

“You don’t know what you don’t know;”
he said. Something that today is innocuous
may turn out to be evidence tomorrow
— for example, even video that doesn’t
show a crime may show a suspect or his
associate just beforehand or afterward.

OPPORTUNITIES, BURDENS @

Analyzing video is also a challenge. The
Chicago Police Department recently received
a grant to test analytics tools that can help
flag video that a human should look at more
closely, Lewin said. Some tools also help
with redaction, or blurring faces of people
whose identities should not be released.

“What can analytics do in an actual real-
world setting?” asked Lewin. For example, will
the software be able to flag unusual behavior
— or alert officers to a traffic accident — even
if the camera angle and lighting aren’t perfect?

Departments also need to be able to find
specific video evidence when they need it. “If
you have a whole bunch of video, it doesn’t
do you any good until you have a way to
catalog it, search it and store it,” Haug said.

Finally, making the video evidence acces-
sible to those who should have access to it —
and inaccessible to those who should not — is
complicated. Exactly who should get access
to a particular video, and when some parties’
faces should be blurred, is governed by law and
departmental policy. The laws vary by state,
though there are also federal privacy laws
governing, for example, release of anything
that might contain medical information.

The Seattle Police Department, for example,
posts videos on YouTube after approving them
for release. In other states, privacy rights may
be stronger and the public’s right to see the
videos not as strong. Illinois has a detailed
law that took effect Jan. 1, 2016, covering
not just how officers must use body-worn
cameras but also under what circumstances
the videos should be released to the public.

Technology may also be able to help
with accessibility. Lewin said a good system
can provide better controls and security
than the old way of handing out copies of
a DVD: Certain people have permission to
view only, others can download and copy it,
and still others can share it, for example.

“People can request a lot of things,
and this will make it more efficient to
comply with those requests,” said Lewin.

As they tackle the challenges posed
by video evidence — and look forward to
the advantages it can provide — experts
expect the field to grow and mature.

“It’s an emerging technology. We want
to see what the potential is,” Lewin said. “I
think it’s a trend that’s going to continue.” ©

msteen@margaretsteen.com
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By David Raths

fornia EMS agencies pilot solutions
Hhealthbmformatlon exchanges.

EI\/IS and Health

ealth-care providers are starting
to make progress on routinely
sharing patient data between
care settings, although plenty of
challenges remain regarding the

interoperability of different software systems.

One sector that has been excluded from
the health information exchange ecosystem,
however, is emergency medical services
(EMS). Even though many EMS agen-
cies have adopted electronic patient care
reporting (ePCRs) software, those systems
use different data standards than the elec-
tronic health records (EHRSs) used by hospi-
tals, making interoperability difficult.

So what happens today when paramedics
transport patients to the hospital and hand
them off to emergency department staff?

“In the current scheme, they print out or
photocopy their run sheet recorded in the
field,” said Dan Smiley, chief deputy director
at California’s Emergency Medical Services
Authority (EMSA). “Even if it is done on
an ePCR, they will print out a version and
hand it off. The capability of hospitals using
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EHRs to work with a paper record is limited.
It is not searchable, and there is no way of
linking that data. It is not interoperable.”

In a 2013 survey conducted for EMSA
by Lumetra Healthcare Solutions, Cali-
fornia EMS agencies were asked if their
ePCR currently interfaces to hospital EHRs.
A majority of agencies (94 percent) indi-
cated that the ePCR does not interface with
hospital systems. When asked if the hospital
EHR data interfaces to providers in the
field, all agencies replied that they did not
receive data from the hospitals. When asked
what data elements needed to be interfaced
between the ePCR and the hospital EHR,
the most common response was that patient
outcomes and discharge data were needed.

EMS agencies and hospital emergency
departments would like patient information
to flow in both directions to speed diagnoses
and improve care and efficiency. With a $2.75
million, two-year grant from the federal Office
of the National Coordinator for Health Infor-
mation Technology (ONC), California EMSA
is getting ready to set up pilot projects with

regional health information exchanges (HIEs)
and EMS agencies to work on both day-to-
day patient handoffs as well as how data
about displaced patients could be accessed
during an emergency such as an earthquake.
Smiley said the goal is to make EMS a
full participant in the electronic exchange of
health information, with the capability to:

e Search a patient’s health record for
problems, medications, allergies and
end-of-life decisions to enhance clin-
ical decision-making in the field;

e Alert the receiving hospital about
the patient’s status directly onto a
dashboard in the emergency depart-
ment to provide decision support;

e File the emergency medical services
patient care report data directly into the
patient’s electronic health record for a
better longitudinal patient record; and

* Reconcile the electronic health
record information including diag-
noses and disposition back into the
EMS patient care report for use in
improving the EMS system.



Partnering with California’s regional HIEs
makes sense because they already play a
role in transmitting data from one setting to
another, according to Smiley. “Right now that
is the only hub we have, the only infrastruc-
ture to be able to search multiple sources of
information,” he said. When paramedics see
a patient, they don’t know at which hospitals
the patient has been seen before. “So the HIE
is the only place we can go to query and return
information from a multi-site search. If we
only had one ambulance provider and one
hospital in a small town, that model might be
different, but most larger systems in Cali-
fornia have multiple ambulance providers and
multiple hospitals, so we need to have a hub.”

“We are hoping to achieve bi-directional
exchange of information in a pre-hospital
setting, but the whole idea has some
problems associated with it,” said Robert
“Rim” Cothren, executive director of the
California Association of HIEs, which is
working with EMSA on the project.

First, Cothren said, the data standards
used in ePCRs are not a direct match for the
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standards used in hospitals. “People look
at it and say HL7 is driving both of those,
but there is very little overlap between
standards used in ePCRs and EHRs. That
translation is going to be a problem we
haven't even started to address yet.”

Second, Cothren asked, how do you ensure
you have the correct patient if the only infor-
mation you have is a 911 call and an address?
One of the big challenges is patient matching:
how to identify the patient and where to
find records associated with that person.

Another challenge is making sure para-
medics aren’t flooded with too much infor-
mation in clinical documents containing
the patient’s entire record. “The truth is
they need to know very little — perhaps
a problem list, allergies and medica-
tions,” Cothren said. “They don’t need a
family history or most recent labs. They
do not want a barrage of information.”

Cothren agrees with Smiley that the
HIE is a natural fit as an intermediary
between EMS and hospitals. First, it has
the same footprint as EMS — both are

regional services. “HIEs integrate data
between a broad set of stakeholders,” he
added, “and this is merely another stake-
holder managing a patient in a different part
of the care life cycle. But the first thing to

do is develop trust among the community.
That is in the sweet spot of what HIEs do.”

Ithough data sharing between

EMS agencies and hospitals is

far from commonplace, there

has been progress made in a few

cities and states. For example,
the South Metro Fire Rescue Authority in
Colorado’s Douglas and Arapahoe counties
has joined the state HIE, CORHIO, to enable
its paramedics to receive real-time hospital
and lab information via a Web portal.

In 2010, the Rochester Regional Health
Information Organization in western New
York started integrating EMS data into
its exchange to improve care coordina-
tion. Research there showed that in 25
percent of EMS calls, patients are not
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transported anywhere. “Primary care
doctors have no idea what kind of care

is going on in the community in those
cases,” said Jill Eisenstein, the organiza-
tion’s interim executive director. So the
HIE connected electronic pre-hospital care
documents from two vendors to the HIE.

Although EMS data is quite different
from clinical data, they put together a
style sheet so doctors could easily find the
information they were looking for. “We have
those documents automatically sent to the
HIE at the close of an encounter;” Eisen-
stein said. “We send an alert to anybody
signed up as a provider for that patient.

It is also available in our query portal.”

Perhaps the most progress has been
made in San Diego. For the past six years
stakeholders there have been working
on pre-hospital communication and the
development of an EMS hub hosted by
the San Diego Health Connect HIE. Built
with help from federal grant funding, the
EMS Hub is a standalone, cloud-based
system that collects 911, computer-aided
dispatch and ePCR data from all the agen-
cies that transport patients and combines
those sources under a single presentation.
“Then we had to figure out which situa-
tions and use cases it is appropriate for
in real-time to forward ePCR data from
an ambulance en route to the emergency
department,” explained San Diego Health
Connect Executive Director Daniel Chavez.

San Diego Health Connect is about
halfway through implementation with all the
emergency departments and EMS agen-
cies in San Diego County. Some emergency
departments use a Web portal to access
the information, and others are integrating
the data feed directly into their EHRs.

“A big challenge is the data governance
to get hospitals to share clinical data so EMS
agencies can close the loop,” Chavez said.
San Diego identified the narrow data set that
EMS needs for quality improvement and
automated putting that information in the
EMS Hub. “Hospitals don’t want others to do
reporting on their data,” Chavez said. “We
had to create specific rules and guidelines for
that data. We make it available for seven days
after the close of an incident, and it is incum-
bent on EMS to close out their staff work in
seven days. It is not the best solution, but a
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compromise. As we learn to work together,
we hope to extend that seven-day window.”

Another challenge, Chavez said, is getting
all the stakeholders engaged early on. “EMS
agencies will say, ‘Come back, HIE, when you
have all the [emergency departments] up and
running and then we will get on board.” That
makes sense, but that is not the way network
effect works,” he said. “You have to come
on board and learn with the whole commu-
nity. It is a multi-year process. You have to
invest. You can’t just sit back and say, ‘T am
not going to talk to you until it is all done.”

MedStar Mobile Healthcare in Fort
Worth, Texas, is just starting to deploy
a health-care integration engine called
Infor Cloverleaf that helps exchange ePCR
data with emergency departments.

MedStar, the trade name of the Area
Metropolitan Ambulance Authority, which
serves Fort Worth and 14 other cities in
the north Texas area, started by deploying
a new ePCR from ImageTrend, said Paul
Trusty, MedStar’s IT manager. The ePCR
exports a file that Infor Cloverleaf can
process and either deliver certain data
elements to the hospital, or the hospital
can choose to just receive a PDF file
and attach it to the medical record.

Trusty said that MedStar couldn’t
count on an HIE to play the middle man.
“One of the challenges with HIEs in this
area is the number of them,” he said.

Almost every hospital chain has its own
private HIE, and there is one sponsored
by the state. “It ends up that even with
the promise of HIE, the data is not all in
one place; it is scattered everywhere”

Like EMS agencies in other states,
MedStar wants the data flow to be bi-direc-
tional. “We want medications and allergies
information on the front end,” Trusty said.
“That is a future direction we would like to
go.” As well as working in IT, Trusty was a
paramedic for several years. Sometimes the
information you are given doesn’t match
the patient’s presentation, and paramedics
have to decide whether to treat or not, he
said. “That could be answered if we had
better patient history information. I think
that is better care for the patient and better
systemwide. We also want to get data back
electronically on patient outcomes and demo-
graphics to optimize our processes here.”

nother use case that California
EMSA is addressing with the ONC
grant involves connecting first
responders, doctors and nurses to
patient records in an emergency.

Scott Afzal, director of health information
systems at Audacious Inquiry, a Baltimore-
based health policy and technology firm, was
asked by ONC to make recommendations
about how health information could be better
shared in disaster response. His team targeted
two geographic areas that are vulnerable to a
high number of natural disasters: California
and the Gulf Coast (Louisiana, Mississippi
and Texas). “We traveled throughout Cali-
fornia with Dan Smiley and met with regional
EMS leaders and heard from them and HIE
leaders in their communities,” he said.

Afzal said one lesson from Hurricane
Katrina also informed their thinking. The
e-prescribing network provider Surescripts
enabled responders to use its medical history
query function on an emergency basis to
look up which medications people were on.
“That was a valuable service focused on an
important data type,” he said. “It was set up ad
hoc on the fly with no planning. With some
planning, we could figure out how you might
credential first responders and volunteers for
access to this information and re-establish
connectivity to sources of information and
work flows.” That is what the California team
is now pursuing. It’s building some disaster
response infrastructure to pilot and validate the
efficacy for broader use around the country.

The pilot project is called PULSE (Patient
Unified Lookup System for Emergencies).
Smiley said the exact technology infrastruc-
ture they will use is still unclear. “We want to
make sure any provider can go directly from
their EHR and search for and find informa-
tion in a systematic manner;” he said. “But in
a disaster situation, in mobile field hospitals
or care sites, where an EHR is not immedi-
ately available, then the pathway of a Web
portal is probably the easiest methodology.”

EMSA already has an online system
to authenticate credentials for disaster
volunteers. “We want to make sure that
all of our disaster health-care volun-
teers who need access to records in an
emergency can get it,” Smiley said. ©
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CONCORDIA CENTER FOR HOMELAND SECURITY STUDIES

Faking Chaos

The Homeland Security Simulation Center offers realistic training on
disaster preparedness and response through a virtual reality platform.

By Margaret Steen | Contributing Writer

fter first responders in Gresham,
Ore., handled a high school
shooting, emergency manage-
ment officials realized that they
needed to improve their training,
especially for law enforcement.

The incident had “a lot more
complexity than just neutralizing a threat,
which is what they’re focused on,” said
Kelle Landavazo, emergency manage-
ment coordinator for Gresham.

Reuniting students with panicked parents
who are arriving at a campus — while keeping
track of who has been picked up, and by whom
— is a major logistical challenge. So is coordi-
nating the efforts of everyone who is responding.

“In any kind of school incident, you
have a school who is in their own way an
incident commander;” in addition to the fire
and police personnel, Landavazo said. And
with the advent of social media, “the public
information piece is now just enormous.”

Landavazo’s team decided to create
an exercise that would help responders
learn to better coordinate all these parts
of the response. They turned to the
Homeland Security Simulation Center at
Concordia University in Portland, Ore.

“We wanted to do something that
was more than a tabletop but not a full-
scale exercise,” Landavazo said.

The simulation center, part of Concor-
dia’s Center for Homeland Security Studies,
offers specific training on disaster prepared-
ness and response for the university’s
students and for outside groups. The center-
piece is the Advanced Disaster Manage-
ment Simulator virtual reality platform.

During an exercise, the simulator
allows first responders to progress through
a scene using avatars. Others are down
the hall at a command post, receiving
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information through a computer feed
and being interviewed periodically by
actors pretending to be reporters.

This strategic messaging piece is
critical, said Cliff Gyves, director of the
Homeland Security Simulation Center. “We
give them a sense of information chaos
through our fake newscasts,” he said. “The
kids all have phones. You can tell them
not to post, but they will, and it’s going to
get picked up by the regular media”

Clients from the local area as well as
other states have used the simulator, often
at the end of a one- or two-day training
session. Although schools wanting to
simulate their response to an active shooter
are frequent clients, other scenarios
involve situations such as a disaster at a
large construction site, or a biohazard.
The center has a mobile version of the
lab that can do smaller simulations too.

“We can take a client’s existing plan,
develop a scenario around that, and have
them run through the simulation to recog-
nize any gaps,” said Scott Winegar, director
of Concordia’s Center for Homeland Security
Studies. They can then modify the plan to
correct the problems and do a final exer-
cise to see if the modifications worked.

The simulator, which has been opera-
tional for about six months, took several
months to develop and install. It is currently
being used on average at least once a
week. For most services that include a
simulation — normally formal classroom
training with a capstone simulation — the

rate is $2,000 for four hours and $3,500

for a full eight-hour day, Gyves said.

For Landavazo’s team, the exercise
pinpointed gaps in their operations. First
responders used the simulator while a
police sergeant and a fire battalion chief
worked in the control room. They had
subject-matter experts injecting informa-
tion into the exercise as it went along.

“In the first exercise, they didn’t have the
media in a secure location, so the control-
lers had the media truck go all the way up
onto the scene and the responders had
to deal with that,” Landavazo said. “This
reinforced the issue that they hadn’t secured
where the media was going to be located”

Landavazo said there were several
advantages to using the simulator as
opposed to doing a tabletop exercise:

e Neutral location. “It worked out extremely
well, and I think the biggest reason for
that is that it was on neutral ground,” said
Landavazo. Exercises that take place at
work can feel more like evaluations, where

people are worried about making mistakes.

Because this was part of a university, she
said it felt more like a learning experience,
where mistakes are part of the process.

e Active engagement. “When you’re in
the sim lab and you’re playing out your
exercise, you have no choice but to
participate,” Landavazo said. Sometimes
during exercises, “if a group is feeling less
comfortable, they don’t really engage.”
Engagement is easier because of the
all-encompassing nature of the lab.

The simulator allows first responders to
progress through a scene using avatars
as others at a command post receive
information through a computer feed.

 Ability to run two identical exer-

cises. The lab made it easy to run

the simulation twice, with different

people participating each time.
 Ability to pause the exercise. This is

critical to make the exercise more of a

learning experience. The simulator can

be paused so participants can regroup

— for example, so an early mistake

doesn’t doom the entire exercise.

Other clients have found the ability
to pause the exercise to be helpful as
well, Gyves said. For example, if partway
through the exercise it’s clear that the
responders should have sent police to stop
traffic — but they didn’t, and now the other
responders can’t get to the scene — it’s
possible to stop the exercise and go back to
let the participants correct the mistake.

“When you get to a point where you've
backed yourself into a corner and no further
learning is going to occur, we can pause it,”
said Winegar. “We can go back in the scenario,
start it again and allow them to make
different decisions to see how it turns out.”

The simulator allows for highly custom-
ized exercises — even using video back-
drops of particular locations, for example.

The simulator also illustrates how
different parts of a scene keep progressing
as responders focus on other areas. For
example, it’s easy to say during a tabletop
exercise that you plan to put out the fire
on the east side of a building first, then
move to the fire on the west side.

“The way the simulator works is in
real time,” Gyves said. “The commander
is driving all the fire trucks to the east
side but gets stuck in traffic because you
didn’t manage the traffic flow. Then actu-
ally putting out the fire takes time. As
they’re putting out the first on the east
side, the fire on the other side grows.
Eventually it gets dark, and now they
have to deal with putting lights up.

The simulator keeps you honest.” @

msteen@margaretsteen.com
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Mobile Technology

On Target

Alerting evolves to more precise mobile delivery.

By Rick Wimberly | Contributing Writer
trong forces are at work to make
S emergency alerts more mobile and
precisely targeted. Long gone are
days when a siren blasting a loud horn near
and far was sufficient to spur people to action.
Now, people want information that’s precise,
pertains specifically to them and is avail-
able wherever they are regardless of what
they're doing. Plus, studies show that people
generally won't take protective action unless
they get an alert from at least two sources.

Add to the mix the fact that today’s
emergencies are local and difficult. Our
threats don’t include a fear that bombs will
be dropped on our cities from a warring
nation. It’s more likely that a terrorist
will plant a bomb where we live, work,
learn, worship and play. Or a flood will
hit an unexpected neighborhood. Or a
tornado will abruptly change its path. Or
someone will kidnap a child and head
for the state’s border. We could go on.

It’s easy to see why emergency alerting
has evolved and continues to do so. Targeting
specific areas became more practical in
the late 1990s when telephone alerting
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was introduced. Practitioners could draw a
diagram on a digital map and direct alerts to
specific home and business phone numbers.
They can do much more now, according

to Russ Johnson, director of Public Safety
and Homeland/National Security for Esri,
one of the first providers of digital mapping
for alerting.He said alerts can be much
“smarter” through use of real-time mapping
where “live” information from many sources
can be analyzed. Then, a geo-fence can be
established around the area. If something
or someone crosses into the fenced area,

an alert can be automatically issued.

Todd Piett, chief product officer at Rave
Mobile Safety, said new capabilities to make
alert delivery more geographically precise
became real because of uniquely identifiable
and addressable personal devices. “Each of
these devices is location aware, presence aware
and uniquely tied to an individual with specific
attributes,” he said. “It’s now possible to send
a highly targeted message, with content rela-
tive to an individual because of who they are,
where they are and what is relevant to them,
and know that the message was received.”

North Dakota Homeland Security Director
Greg Wilz is impressed with the granularity
of precise alerting made possible by geo-
fencing. “Obviously narrowing a targeted
polygon area in which the public can be
notified allows you to get the message to
those affected and not over-alert,” said Wilz.

Ping4 CEO Jim Bender calls use of
geo-fencing “hyperlocal mobile alerts” The
company uses technology that lets mobile
users give permission to reveal their where-
abouts as they move around. Wilz said geo-
fencing alerts “keep people out of harm’s way,
allowing them to be a part of the solution, and
not the problem, by giving them information.
Facing the facts, a very low percentage of
people are really prepared for the next likely
event in their area. Fast, effective commu-
nications may allow for some to improve
their situations whether it be evacuations,
power outages or anything in between.”

Wilz added that it’s challenging to get
people to download apps that make geo-
fenced alerts possible. “As people see the
value in emergency alerting or being able
to access critical emergency information, it
will gain in becoming a must-have,” he said.
“The people who send out the alerts and
notifications need to do the best we can to
keep alerts worthy of the time and efforts
required by the receivers. As senders gain the
trust of the receivers, more will participate”

A mobile alerting solution that doesn’t
require app downloads is Wireless Emer-
gency Alerts (WEA), managed by FEMA’s
Integrated Public Alert and Warning System
(IPAWS). Most cellphones are automatically
equipped to receive WEA messages, but
precise geo-targeting of mobile devices has
been an issue. Regulations that established
WEA required mobile carriers to alert to an
area no larger than a county. Some practitio-
ners complained, saying a county is too large.

In reality, geo-targeting via WEA is more
precise than a county area and is becoming
even more so. Most cell carriers have built
their systems so practitioners can designate
smaller geographic regions. Brian Josef
of CTIA, The Wireless Association, said,
“Both alert originators and providers have
gotten better at targeting through learning
experiences.” In the meantime, he said,
“Carriers have been working with alerting
authorities to help them understand the
scope and breadth of their networks.”



The FCC is proposing that WEA messages
be more detailed and geographically targeted.
FCC commissioners recently approved tenta-
tive rules that would extend the length of
a WEA message from 90 characters to 360.
The messages could contain URLSs, phone
numbers and more data under the proposal. At
the FCC meeting on the topic, FCC Commis-
sioner Jessica Rosenworcel said the regula-
tions “need to be refreshed to reflect our
reliance on mobile devices and their unique
ability to keep us informed when disaster
strikes.” The rules would be subject to public
comment and final action by the commission.

Johns Hopkins University has an idea for
targeting WEA messages. A study commis-
sioned by the U.S. Department of Homeland
Security Science and Technology Directorate
suggests that WEA could take advantage of
geo-fencing technology similar to the way
Esri, Rave and Ping4 solutions do. Johns
Hopkins’ Applied Physics Laboratory calls the
concept it developed for WEA Arbitrary-Size-
Location-Aware Targeting (ASLAT). Through
ASLAT, alerts would be sent via cell towers

to a larger area than desired, but GPS tech-
nology being used for other purposes would
narrow delivery to only the desired area.
Another concept comes from a group
of broadcasters and TV set makers that’s
promoting a new high-definition standard for
television called ATSC 3.0. The group calls
itself the Advanced Warning and Response
Network (AWARN), which is currently being
tested by FEMA at an IPAWS laboratory.
AWARN says when ATSC 3.0 is imple-
mented, new bandwidth available from TV
stations could be used to deliver alerts to
mobile devices. The organization’s John
Lawson said that using TV signals under the
new standard could not only reach an unlim-
ited number of devices within a TV station’s
coverage area, but can also send rich media
content. Lawson doesn’t see AWARN as a
replacement for WEA, but rather a supplement
by offloading data traffic from the cell networks.
To make AWARN a reality, he said, the FCC
must give broadcasters flexibility to phase in
the ATSC 3.0 standard. Then consumers will
need to buy devices that receive ATSC 3.0.

The FCC is aware of geo-targeting issues.
Chris Anderson, chief of the FCC’s Opera-
tions and Emergency Management Division,
recently told a summit on ATSC 3.0-enabled
alerting that he’s optimistic that alerting “is
only going to get better and better” He said
being able to deliver more information with
alerts, possibly through click-throughs, will
help keep the public from becoming “numb”
to alerts. Anderson is particularly hopeful
about concepts that would let citizens receive
alerts, then provide input back. His optimism
is shared by Roger Stone, deputy assistant
administrator of the FEMA division that over-
sees alerting. He told the summit, “HD signals
offer tremendous potential for interactivity”
associated with alerting and that IPAWS has
led to the recovery of 19 missing children.

With promising new methods of more
precise alerts emerging, we could be entering
anew phase of the evolution where we
reach people regardless of who they are,
where they are and what they’re doing. ©

rick wimberly@galainsolutions.com
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© What's the Resilience by Design
program?

Probably the most important part of the
water plan actually was the creation of what
we call the Resilience by Design program
within the Department of Water and Power.

There is a full-time person in charge
of seismic resilience for the system devel-
oping these retrofit projects and evaluating
new projects as they come forward.

The commitment is to a future of seismic-
resilient pipes. The path to that is going
to be starting with a network of hardened
arteries. So they’re setting up priorities for
replacement to maximize the network and
get water to as much of the city as possible.

There are two different types of
pipes. The Japanese approach is called
the earthquake-resistant ductile iron
pipes. The joints between the pipes are
done with O-rings and flexibility.

Ductile iron doesn’t break, but the joints
do. In the 2011 magnitude 9 in Japan,
Tokyo Disney needed so much water, so
they laid their own water pipes and did
it with these earthquake-resistant pipes.
During the earthquake you had two over-
lapping water systems: one traditional and
one with the new earthquake-resistant
pipes in the exact same area. There were
lots of breaks in the old pipes and none
in the new ones, so it was a great test.

The other approach is polyethylene. There is
high-density polyethylene and mid-density
polyethylene. There was a test installa-

tion when the Christchurch [New Zealand]

B ri d gi n g t h e quake happened and they lost water to the

whole city, but the test installation did fine.

Seismology Gap

expect Resilience by Design to have?
The city is moving forward in a way that
1 was afraid might not happen. It’s easier
to say we're going to do something than
to actually do it. And I've been really

Lucy Jones’ expertise put Los Angeles on the road to enlightened earthquake policy.

Lucy Jones received one of the most prestigious awards for a federal employee last year to the impressed at the implementation.
surprise of no one. The United States Geological Survey [USGS] seismologist earned the Samuel J. On the building side there were three
Heyman Service to America Medal in the citizen services category for her work in seismic research. recommendations for ordinances to mandate
That award came largely because of her work in 2014 in Los Angeles Mayor Eric Garcetti’s office for a retrofitting. Two of them have passed and
project that aimed to shape public policy toward the eminent Big One the city faces. The work resulted in the third one is in the works. There was
the Resilience by Design report and important legislation. Garcetti called Jones’ work with Los Angeles also a call for a voluntary rating system
groundbreaking in the way it bridges the gap between seismic science and public action. working with the U.S. Resiliency Council

to be able to say whether a building is
By Jim McKay | Editor worth it or not. That’s going forward. The
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USRC was just getting started as we were
doing this; they are not fully formed.

The city has gotten an agreement with
them about how to rate their own build-
ings. On the rating system it was like the
mayor was really interested in the idea of
just mandating ratings. Right, we give you
a rating on your restaurant. The reality
is it’s very expensive to rate a building.

It also really panicked building owners.
Part of the reason they didn’t oppose
the mandatory retrofit is because we
backed off a mandatory rating system.
The city committed to rating all of its
own buildings and disclosing the infor-
mation. The rating process is underway
and will be released in the winter.

The other part of the recommenda-
tions on buildings is what we call the Back
to Business program, the process for a big
corporation to facilitate doing the ratings
right after a big earthquake. Everything
is moving forward. Three are completely
done and the other two are on the way.

© You've said we’re good at preventing
deaths. What'’s the biggest fear?
Collapse of the economy because we’d lose
our rental housing, we’ll lose our commer-
cial building stock and we’ll lose our water,
and people won’t stay here. And like what
happened in New Orleans after Katrina —
it's taken them a long time to get back.

We've reached a point, at least in the Los
Angeles Metro area and the Bay Area, where
people know they’ve got an earthquake
problem. What we haven’t done is gotten
them to the place of being aware of how
they can change the outcome. That’s getting
better. I've been impressed with San Fran-
cisco and how they’ve grappled with their
utility issue and the big bonds they’ve passed
to start strengthening the water system.

We need to support getting the science
to people and getting it used. I think we
have an awareness of the problem, but we
have not yet developed a sufficient under-

standing of how we can prevent the problem.

Our country is much better at responding
to a disaster than preventing it. We're
willing to pay firemen, but we aren’t
willing to pay for mitigation in general. I'm
passionate about the mitigation — how do
we move beyond just responding to the

APIMAGES.COM

Gas from a ruptured supply line burns as water from a broken water main floods Balboa Boulevard in the
Granada Hills area of Los Angeles after the predawn Northridge earthquake struck in 1994. Alack of water
would be the biggest disruption to area businesses during the Big One.

disaster and start being able to prevent
it? Because most of it is preventable.

© Talk about the water problems.

When we did our model of a big earthquake,
fire following the earthquake doubled the
losses and business disruption doubled the
losses. Business disruption was primarily
from lack of water. Lack of electricity

would also do it, but it looks like we would
be out of water for a much longer time.

Then there is the really big issue: Here
in Southern California we get a large
percentage of our water from outside the
region. Last year 88 percent of its water
came from outside the region and every
drop of that had to cross the San Andreas
Fault to get to us. There are four aque-
ducts serving Southern California and
every one of them crosses the fault.

Up until now much of the planning
has been, “Well OK, so we lose an aque-
duct, we’ve got three others. We’ll be
OK.” Which is not noticing a very impor-
tant feature of big earthquakes — the
way they become big is because there is
a longer piece of the fault that breaks.
The only way to have a magnitude 8 is to

have such a long section of the fault that
we break all of them at the same time.

The geologists all knew that all [the
aqueducts] are going to break at the same
time, the water planners were assuming only
one. That changes the dynamics. There are
two big pieces to that. One is to retrofit Los
Angeles’ aqueduct, and the other one is to
work with the other two entities, the Cali-
fornia Department of Water Resources and
the Metropolitan Water District [of Southern
California], which operates the other three
aqueducts. Both of those things are underway.

© Talk about the future of response.
The USGS and Caltech jointly run the
earthquake monitoring and detection
system in Southern California. There is
a similar partnership between the USGS
and Berkeley in Northern California. All
of those together along with the state
Strong Motion Program is called the
California Integrated Seismic Network.
Since 2000 those have been tightly
coordinated and are merging toward
being operated as a single system.

We at the USGS have put together a plan
for how we could expand on the existing
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A“Y"-shaped juncture connecting two main trunk lines that ruptured is seen on Sunset Boulevard in Los Angeles after the 1994 Northridge earthquake. Mayor Eric Garcetti's

call to strengthen Los Angeles’ water system — a pillar of his plan to ready the city for a major earthquake — would cost up to $15 billion and require decades of work.

system where we do it so rapidly that we could
provide an early warning for earthquakes.

The survey put together this plan — it’s like
$16.5 million a year to operate such a system,
and people want to say, “What does it cost

to build it?” But that’s sort of immaterial —
you have to operate it. That operation plan
includes a 10-year lifecycle on the instru-
ment, so if we operate at that level for 10
years, we will have built out the whole thing.

That’s the whole western U.S. —
Washington, Oregon, and Northern and
Southern California — and we would
operate them out of three centers
(Southern California, Northern Cali-
fornia and Seattle) because that’s the way
we’'ve been operating the networks.

It's being funded at $5 million a year.
And then we’ve been doing what we can
to keep it going, building on existing
networks and using existing organiza-
tions and systems. Los Angeles was able
to use some UASI money to help with
the network to buy instruments and hire
contractors to install them. It added more
than 100 new stations here in Southern
California, so we have the density needed
for early warning across the region.
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One of our big challenges is that we
need to be telling people what the shaking
is going to be. Your appropriate reaction if
it’s going to be barely noticeable is going to
be different from something that’s bringing
down your house. We need to describe
how strong the shaking is going to be.

Our conclusion is we've done a very bad
job of educating the public about earth-
quakes. We've gotten them all trained to
think about magnitude. Magnitude is the
number representing the size of the earth-
quake — it doesn’t tell you what you feel.

Intensity is the description of what you
feel. We can describe the intensity of the
shaking through accelerations or veloci-
ties, numbers that make the scientists and
engineers happy, but in general people do a
better job of having a more arbitrary scale so
the Modified Mercalli Intensity Scale goes
from one to 10 and describes the level of
shaking. The worst shaking in the Northridge
and Loma Prieta earthquakes was intensity 9.

When we have our big San Andreas
earthquake, we’re going to have inten-
sity 10 running through San Bernardino.

So even though it’s smaller — 7.8 — the
intensity of shaking will be stronger than

a magnitude 9 or offshore in Cascadia.
Intensity tells you what you've got, but
mostly people don’t know the scale.

One of the things the research showed
us was that people remember numbers
much better than descriptors. So intensity
7 means a lot more than strong shaking, but
only if you know what intensity is. One of
the conclusions of this is that early warning
needs an education program to teach people
about intensity and get them ready to use it.

© Does this mean it’s hard to envision a
recovery?

The big part is that the losses and the recovery
can dwarf what happens in the disaster itself. If
you look at Hurricane Katrina, the lost GDP is
on the order of something like $150 billion —
substantially more than they lost in the hurri-
cane itself. What we really need to figure out

is how to get a quick enough recovery. It also
doesn’t make sense to say, “Let’s try and prevent
all losses.” That’s really not doable, but we can
prevent a lot of them. What we should be trying
to do is focusing on the ones that have the
biggest potential for delaying the recovery. ©

jmckay@emergencymgmt.com
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reparing an after-action report

(AAR) to identify what went well and

what needs improvement is stan-
dard after a disaster exercise, be it a seminar,
tabletop, functional or full-scale exercise.

Based on the AAR, an improvement plan
can be formulated that, according to the FEMA
exercise formula, will ensure that the same
errors or omissions are not repeated during an
exercise or an actual emergency or disaster.

If you have a mathematical formula,
following it, like following a recipe, will
produce the results that you expect — yet, it
doesn’t seem to be the case when applied to the
process we've established for making correc-
tions to our emergency management exercise
program. Let’s explore some of the causes.

THE VALUE OF REPETITION IS LOST SINCE
THE PLAYERS ARE CONSTANTLY CHANGING.

Ask any emergency manager what the No. 1
finding from any functional or full-scale exercise
is, and they will tell you it is the communica-
tions function that was identified as needing
improvement. Why then does communications
remain the thorny problem that it is? If we can
anticipate that communications will be a problem,
we should be able to address it and emphasize
that function during the preparedness phase
before an event and during the actual exercise.

In reality, one of the primary issues with
AARs and improvement plans is that no one
pays attention to them once they are completed.
They are written, go in a three-ring binder and
are placed on a shelf. The traditional disaster
preparedness phase includes planning, training
and exercising, yet in most emergency manage-

By Eric Holdeman

No-Fault After-Action Reviews

ment organizations, not that much time is actually
spent by staft in the areas of training and exer-
cising. Instead, emergency management staff
members get sucked into program management.

Thus, training and disaster exercises, espe-
cially those associated with a specific plan,
become somewhat rare events. I don’t lump all
the FEMA-required Incident Command System
and National Incident Management System
courses into the category of beneficial training
that makes a difference in exercises and events.
People take the online courses, punch their
ticket as being trained, forget what they might
have learned for the moment and move on with
their normal jobs. In performance management
terms, we are counting “butts in seats” at training
classes as accomplishing something. Rather,
the true measurement is people’s ability to do
their disaster jobs, which is harder to measure
and is a subjective measurement at that.

There are other dynamics at work. The first
is that when it comes time to conduct the next
exercise, many of the faces have changed. We
live in a very mobile society, and with people
retiring, changing jobs and having other priori-
ties beyond coming to some exercise (you can
put elected officials and senior management
in this group), the same mistakes made in the
previous exercise are made by an entirely new
cast of characters. The value of repetition is
lost since the players are constantly changing.

Back when I was in the Army in Armored Divi-
sions, we said there were two glass balls: training
and the maintenance of equipment. Yet I never saw
anyone relieved of command for bad training. So
it is with our state and local emergency manage-
ment programs. It takes an event, a disaster, before
someone is axed for a poor outcome. But then no
one can seem to put the formula of two plus two
together to understand that it was a lack of a good
AAR system and training that was the issue. ©
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The technology exists, but
why isn’tit being deployed?

By Adam Stone | Contributing Writer
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n September 2008 a Metrolink commuter

train collided head-on with a Union

Pacific freight train in Chatsworth, Calif.,
killing 25 people and injuring more than 100.
On Dec. 1, 2013, a Metro-North commuter
train derailed in the Bronx, killing four and
injuring dozens of others. The train’s engi-
neer had fallen asleep and failed to slow the
train from over 82 mph to the maximum
authorized 30 mph as it entered a curve.

These and many other incidents could
have been avoided, according to the National
Transportation Safety Board, if railroads had
implemented positive train control (PTC).
They were supposed to do just that by the end
of 2015. They missed the deadline, but got
areprieve, with Congress pushing back the
deadline for PTC implementation to 2018.
Congress first mandated PTC in 2008

for rail lines used to transport passengers or

toxic-by-inhalation materials. The unfunded
mandate gave railroads seven years to comply.
Questions arise: Why push back implemen-
tation to 20182 Why the delay? Will PTC
actually help, whenever we get there? And
what will it mean to emergency managers?

Steep Hill to Climb

PTC is meant to kick in when human
error threatens safety. These systems use a
combination of GPS satellite, state-of-the-art
signaling and advanced databases in order
to determine the exact location, direction
and speed of trains. The system warns the
operator of possible trouble and takes action
to stop the train if there is no response.

Suppose a train is moving full speed
toward a signal or into a speed-restricted area.
If the operator doesn’t take action, PTC will
put on the brakes.




This is no small feat, according to the Associ-
ation of American Railroads (AAR). A full deploy-
ment would include, “a complete physical survey
and highly precise geo-mapping of the more
than 82,000 track-miles ... on which PTC tech-
nology will be installed, including geo-mapping
of nearly 460,000 field assets (mileposts, curves,
grade crossings, switches, signals and much
more) along that right-of-way,” AAR reports.

Complex, yes, but we know how it works.
So why isn't it done? Well, it may not be quite
that simple.

Despite understanding the basic technology,
“railroads still have had to hire thousands of soft-
ware developers and safety experts,” said AAR
spokesman Ed Greenberg. Mostly this develop-
ment has gone toward ensuring PTC can deliver
on its safety expectations. Despite advances,
various elements of PTC still show a 30 to
40 percent error rate. “We are talking about

unprecedented technology. PTC is a complex
system of systems and not off-the-shelf tech-
nology. It has had to be developed from scratch.”

In addition, the industry wants to reassure
itself that the more than 70 railroads on the
system will be able to exchange information.
Without the free flow of data between rail
lines, it’s unlikely PTC would have enough
information to carry out its duties. “Interop-
erability is the key here,” Greenberg said.

A range of hurdles continues to stymie full
implementation, according to a report to the
House and Senate Appropriations Committees
by the Federal Railroad Administration (FRA).

e Wireless Spectrum Availability: Indi-
vidual railroads are having trouble
acquiring the needed spectrum for the
radio signal that connects elements of
PTC. In some cases, holders of spectrum

FLICKR/CHRIS CHABGL

won't sell. In other cases the railroads
find the conditions of a spectrum sale
“neither fair nor reasonable” Other
spectrums are tied up in legal situations.

e Hard-to-access equipment: “The number
of suppliers who currently manufacture
PTC system components is limited,”
FRA notes. Only a handful of compa-
nies can make the needed components,
which in turn slows deployment.

o Safety Plans: As of August, FRA has
received just three of 38 required PTC
safety plans despite being in “constant
and consistent contact with railroads to
assist on safety plans and offer guidance”

Some Success

Despite hurdles, freight carriers have
made headway. By the end of 2015 more than
14 percent of 60,000 miles of track were PTC
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equipped, AAR reports, along with 31 percent
of 22,000 locomotives. Freight rail has spent
more than $6 billion on these systems.
Overall, PTC has seen “some successful,
but limited, deployment,” according to
the FRA. As of August 2015, Amtrak had
covered 60 route miles between Chicago and
Detroit with its own variant of PTC, as well
as in parts of the Northeast corridor, while
BNSF Railway Co. has deployed systems
on “a limited number of pilot territories.”
Amid all the competing pressures and
declarations of progress, one thing emerges
clearly: PTC will be late. Knowing they
weren’t going to make the 2015 deadline, the
railroads petitioned Congress and success-
fully got the due date pushed back to 2018,
while pledging that the extension wouldn’t
slow their efforts. “[This does not change
our approach toward working aggressively to
implement PTC as quickly as we possibly can
and ensuring it can reliably deliver the safety
features we all desire,” BNSF Executive Vice
President and Chief Marketing Officer Steve
Bobb said when the extension was passed.
When full-blown PTC finally is declared,
all involved agree the rails will be safer. By
some estimates, human error accounts for
40 percent of rail accidents. To the extent
that PTC can remove human error from
the equation — and that is exactly what it
is designed to do — emergency manage-
ment should see its load lightened.

Managing Emergencies

Fewer derailments, especially of trains
carrying hazardous materials, will no doubt
benefit emergency managers, not least
financially. The cost of a derailment can
be staggering when one includes lawyers,
damages, repairs and so on. The hit to the
emergency community’s budget is no less
significant. Take for example a 2014 incident
in downtown Lynchburg, Va., in which several
CSX tanker cars carrying crude oil derailed
and caught fire along the James River. The
event cost roughly $8.99 million in emer-
gency response and cleanup, according to the
nonprofit research firm Sightline Institute.

While PTC won't eliminate all train acci-
dents, it is one piece of the puzzle that will
vastly improve safety under specific circum-
stances, said FRA spokesman Michael Booth.
By overriding driver error, at the very least

APIMAGES.COM

In 2014 several CSX tanker cars containing crude oil derailed and caught fire along the James River in downtown
Lynchburg, Va.

PTC will help keep trains out of work zones
and prevent derailments caused by speeding.

Knowing PTC alone won't prevent
all accidents, the FRA encourages emer-
gency response agencies to make use of
the U.S. Department of Transportation’s
(DOT) Transportation Technology Center
in Pueblo, Colo. The center is managed by
the AAR, and has trained more than 60,000
first responders since 1985, Booth said.

The DOT has taken additional steps in
recent months to help equip the emergency
community to deal with rail accidents. In
September the agency announced $5.9
million in first responder grants to help
protect communities from flammable liquid
spills caused by rail accidents. Managed
by the Pipeline and Hazardous Materials
Safety Administration, the money has been
earmarked for three nonprofit organizations:

 University of Findlay (All Hazards
Training Center), Findlay, Ohio

 International Association of Fire Chiefs,
Fairfax, Va.

¢ Center for Rural Development,
Somerset, Ky.

“Safety is our top priority, and [these|
grants will help first responders, especially
volunteer firefighters in rural or remote parts
of the country, prepare for and respond to

incidents involving flammable liquids,” DOT
Secretary Anthony Foxx said in announcing
the grants.

The emphasis on flammable liquids
comes at least partly in response to the
massive outflow of oil (up 4,000 percent
in the past five years) from the Bakken oil
fields, which underlie parts of Montana,
North Dakota, Saskatchewan and Mani-
toba. A 2013 rail disaster involved the
derailment of a 77-tank-car train carrying
Bakken oil. The train exploded, killing
47 people and destroying 30 buildings.

Would PTC have prevented the disaster?
The Transportation Safety Board of Canada
found at least 18 probable causes, and its
12-page report never uses the phrase “human
error” Still, it does cite ineffective training
and a failure to manage risks as concerns.
Such factors could ultimately trigger a PTC
response, under the right circumstances.

Rail lines, under various regulations,
must notify emergency response authorities
whenever hazardous materials are on the
move. This may help emergency managers
be prepared — but prevention would be even
better than preparation, and PTC’s ability
to prevent incidents, especially HAZMAT
incidents, will come as welcome news to emer-
gency managers ... sometime down the line. ©
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Product Spotlight

PowerFlare Safety Lights

When traffic control, construction or accident scenes need elevated lighting for extra visibility, PowerFlare
Safety Lights can be mounted on top of a standard traffic cone using the company’s patent-pending Cone
Top Adapter. The Cone Top Adapter can be used with magnetic PowerFlare Safety Lights, which attach to an
embedded metal disk, allowing for quick and easy installation and removal. For PowerFlare units without
magnets, the included elastic cords allow for easy securing of the beacon. The adapters are available
individually or in kits with the PowerFlare Safety Lights.

www.powerflare.com

UTTERSTOCK.COM

SH

SHUTTERSTOCK.COM

PUBLIC SAFETY
SOFTWARE

SunGard Public Sector, a
provider of software solutions
and services to public safety
and local government agencies,
has signed the Forsyth County,
Ga., Sheriff’s Office as the
latest customer for its ONESo-
lution software. In an effort to
. ; streamline its operations, the

= v, e - . g . 3% = sheriff’s office has licensed the
’ full suite of ONESolution public
safety applications including:

e Computer Aided

Dispatch

*  Records Management
System

e Jail Management
System

¢ Mobile Computing

¢ Mobile Field Reporting
www.sungardps.com/solutions/
onesolution
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By Julie Anderson

Cloud Storage for Camera Data?

WITHOUT PROPER
PROTOCOL AND
STANDARDS, WHAT MAY
SEEMTO BE THE LESS
EXPENSIVE CLOUD
SOLUTION COULD CQST
MUCH MORE IN THE
LONG RUN.

olice body-worn cameras have been

on the rise over the last five years.

Cities such as San Diego and Topeka,
Kan., have already elected to outfit officers
with cameras. Larger cities like Los Angeles,
Houston and Washington, D.C., began testing the
use of cameras last year. And state legislatures
in Illinois, Texas and South Carolina deliber-
ated over camera legislation during their most
recent sessions. Topics of discussion range from
citizen privacy to the cost
of purchasing the cameras
and paying for storage. The
startup costs of body-worn
cameras on the already-
strained budgets of state
and local police depart-
ments are certainly an
issue — but they don't tell
the full story. Law enforce-
ment faces another major
challenge: keeping the
video data safe and secure.

JULIE ANDERSON IS PRINCIPAL

OF AG STRATEGY GROUP. SHE
WORKED AS MANAGING DIRECTOR
FOR CIVITAS GROUP AND WAS
DEPUTY ASSISTANT SECRETARY FOR
PLANNING AND EVALUATION AT THE
U.S. DEPARTMENT OF VETERANS
AFFAIRS.
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Body-worn cameras,
along with the increase of
video surveillance systems, are creating massive
amounts of data that agencies need to manage,
store and secure. For example, the Seattle
Police Department alone produced more than
360 terabytes of data from dashboard cameras.
The police department in Duluth, Minn., was
able to afford $5,000 to purchase cameras,
but struggled with the $78,000 data storage
fees for just the first two years of operation.
It’'s important to determine how the data
is stored, and that should not be overlooked.
Cloud technology is often cited as the most scal-
able way to house data. However, law enforce-
ment agencies need clear guidelines to protect
police-generated data in the cloud, considering

that cyberthreats are on the rise, including the
risk of unwanted incursions from bad actors.

To understand the costs and risks of
deploying a body-worn camera program, it is
important to examine the total cost of ownership
(TCO), a financial estimate that accounts for the
direct and indirect costs of a product or system.
To determine the TCO, police departments must
account for the acquisition and operational costs
of body-worn cameras, as well as the expenses
associated with keeping the video data secure —
a much higher cost than the cameras themselves.

As police departments look to cheaper,
offsite cloud technology to store video data,
calculating these costs is even more impor-
tant. In this case, indirect costs cover potential
expenses associated with incident response
and liability charges if video data is breached.
Without proper protocol and standards, what
may seem to be the less expensive cloud solu-
tion could cost much more in the long run.

To secure sensitive information, U.S. law
enforcement agencies must adhere to the FBI’s
Criminal Justice Information Services (CJIS)
security policy, which establishes guidelines for
the creation, viewing, transmission and storage of
criminal justice data. Recently the International
Association of Chiefs of Police issued guiding
principles for cloud computing that recommend
data collected through body-worn cameras be
stored at the highest level of security: the FBI
CJIS standard. Moving forward, departments
that use CJIS-compliant cloud technology will be
able to minimize risk and keep video data safe.

While safe and secure data storage is not
cheap, it’s an investment that law enforcement
agencies must make. Only when police depart-
ments take the TCO into account will they
protect their video data as well as minimize their
liability and safeguard the people they serve. ©
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Elected officials have a unique role in government cybersecurity efforts and
are held accountable for protecting critical government resources and data.
How prepared is your organization to defend itself against cyber-attacks?

A new guide from the Governing Institute and CGl, a leading IT and business
process services provider, offers best practices and strategies to help elected
officials boost their cybersecurity efforts. Read the “Guide to Cybersecurity
as Risk Management: The Role of Elected Officials” for:

Checklists of the top cybersecurity action items for elected
and agency executives and lawmakers

GLIDE TI

ERSECURITY
N/ Anoverview of public sector threats, assets and adversaries E‘éﬂlﬁgﬁ MANAGEMENT

. . : : cted Officials
In-depth recommendations for integrating cybersecurity The Role of Elected O

into an organization’s risk management framework ' :&{L l

Download a complimentary
copy of the guide at:
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YOU CAN'T EXPECT THIS:

In today’s complex, fast-paced world of emergency operations, you need an Incident management system that can help your team
work as efficiently as possible. Designed to meet all FEMA regulations and offer 100% interoperability, DisasterLAN (DLAN) from

Buffalo Computer Graphics is a fully integrated solution advanced enough to handle all emergency situations, yet simple enough to

perform day-to-day tasks and non-emergency event management. Plus, the DLAN platform can be customized to meet the needs

and budgets of states, counties, and municipalities.

Don’t risk another moment — update your system today. A =
Visit DisasterLAN.com or call (716) 822-8668 to request f DisasterLAN

a free demonstration.


www.DisasterLAN.com
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